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@cybereason@ RANSOMWARE AND THE MODERN SOC

INTRODUCTION

KEY TAKEAWAYS

RANSOMWARE & THE CAPABILITIES-BASED SOC

NEED FOR NEW DETECTION CAPABILITIES

NEED FOR BETTER INSIGHT INTO FULL ATTACK STORY

NEED FOR MORE STAFF AND SERVICES

NEED FOR INCREASED AUTOMATION FOR FASTER RESPONSE
NOTE ON METHODOLOGY
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RANSOMWARE AND THE MODERN SOC

Security Operations Centers (SOCs) of all sizes and levels

of sophistication are in a constant stranglehold stemming

from workforce shortages, lack of visibility and automation,
tool sprawl, and alert overload. The status quo of constantly
battling to stay ahead of adversaries, show a return on security
investments, and ensure that hard-to-come-by staff is not
overworked to the point of burnout is untenable.

In a new Cybereason survey, 1,203 security professionals from
eight countries and a dozen industries were asked to describe
the challenges currently faced by their SOCs and how they
impact their plans for modernization.

Nearly half of the respondents (497 said ransomware is the
most common incident type they deal with daily, followed closely
by supply chain attacks (467). Thirty-seven percent said daily
alerts consumed most of their time, and 31/. identified targeted
attacks as a top daily concern.
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RANSOMWARE AND THE MODERN SOC

of respondents say resolving
anincident takes 3 to 6 hours
from discovery.

of respondents said it takes their
company two hours to1day to
resolve a ransomware incident.
197. said resolving a ransomware
incident takes 3 to 7 days.

More than a third of companies
reportreceiving between

10,000 and To,000

security alerts per day.

[]/ of respondents said they have
/I] missed a holiday or a weekend
because of aransomware attack.

GLOBAL RESPONDENTS WHO SAID RANSOMWARE HAS INCREASED
THE NEED FOR AUTOMATION AND FASTER RESPONSE AVERAGE TIME IT TAKES TO RESOLVE A RANSOMWARE ATTACK
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The challenges identified thus far are enough tojustify the investments
needed to modernize today's SOC.However, it is essential to note that
thereis nolonger one standardized SOC model that organizations can
use. Today, building or modernizing a SOC is no longer about a centralized
location with specific security tools. It's about delivering specific functions,
capabilities,and outcomes needed by a particular organization.

More than 58 percent of survey respondents said their SOC spends
most of its time responding to ransomware and supply chain attacks
that canlead to ransomware incidents. When asked how ransomware
impacted their plans for SOC modernization, survey respondents
specifically pointed to four requirements:

HOW, IF IN ANY WAY, HAS RANSOMWARE CHANGED YOUR SOC SKILLS?

PLANNING TO DEPLOY NEW
DETECTION CAPABILITIES THAT . . .
HAVE BETTER DETECTION EFFICACY New d_efcgctlon !Better‘ insight More staff and More automation
‘ ‘ ‘ capabilities that into the full attack contracts for for faster
WENEEDBETTER INSIGHT have better story services response
INTO THE FULL ATTACK STORY detection ef-ficacy
WENEEDEDTO HIRE MORE STAFF Building, modernizing, or operating a SOC are evolutionary processes
AND CONTRACT FOR SERVICES . .
‘ ‘ that change as the business, its needs, and the threat landscape change.
WENEEDED TO The trajectory for the post-COVID era SOC is clear: The modern SOC
'F%%RFE:SSTEEQUJEST]%E?? will be a decentralized, capabilities-based organization that leverages
‘ ‘ industry-leading detection, prevention, visibility,and automation

% 10% 920% 30% §0% technologies, all of which are often augmented by managed services.
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Thirty-eight percent of survey respondents said they plan to deploy
new threat detection capabilities with better detection efficacy.

Regardless of size and sophistication,a modern SOC can leverage
focused threat detection and response capabilities driven by business
risks and priorities.

Traditional endpoint security solutions rely on limited Indicators of
Compromise (IOCs) - the artifacts from previously-known attacks.
Modern detection capabilities go beyond IOCs, leveraging Indicators of
Behavior (IOBs) to detect the subtle signs of an attack. These chains of
behavior reveal an attack at the earliest stages by surfacing malicious
human and machine activity to uniguely expose and end never-before-
seen attacks before they escalate to a major breach event.

Solutions that are highly effective against today’s threats—especially
sophisticated threats like ransomware—must be able to detect
malicious activity immediately without waiting for additional
processing time or human analyst intervention.

TECHNIQUE
DETECTION

R RESPONDENTS PLANNING TO DEPLOY NEW DETECTION

ANALYTIC TECHNOLOGIES DUE TO RANSOMWARE

DETECTIONS
TACTIC DETECTION .
Enriched Detection 50%

o 4B00%

GENERAL DETECTION 40% 43.00%
Minimal Detection 39.00%

30% —
28.00% 28.00%

20% _ 2400%  24.00%

Analytic detections are built from a broader data setand are 0% —
a combination of technique + tactic detections. SOC teams
are in desperate need of this nuanced view of what took %

place for enriched detections. SINGAPORE ~ FRANCE ~ SOUTHAFRICA GERMANY UK UAE [IN ITALY
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RESPONDENTS BY COUNTRY WHO SAY THEY NEED BETTER
INSIGHT INTO FULL ATTACK STORY
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37.00%
35.22%
30% — E— E— I

30.00%
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0% — — — I | |

10% — S—— — —— || ||

0%

[TALY ~ SOUTHAFRICA  UAE USA UK FRANCE

Thirty-one percent of survey respondents said the threat of
ransomware has exposed their need for better insight and visibility
into the full attack story.

Assessing the ability of solutions to provide visibility quantifies their
effectiveness at providing the full context of an attack, uncovering
where it originated, what was affected, the timeline of events, and
the granular details of the attack chain.

Leveraging an operation-centric approach means the full attack
story from A-Z is contained in a single screen, including allimpacted
users and devices. This uniqgue understanding of data relationships
means that the full context of an attack accompanies every
detection within a malicious operation, including all users, devices,
identities, and network connections.

RESPONDENTS BY INDUSTRY WHO SAY THEY NEED BETTER
INSIGHT INTO FULL ATTACK STORY

\
EDUCATION 2817%

FINANCE 35.84%
HEALTHCARE 25.37%
HR 24.07%
[T & TELECOMS 29.57%
MANUFACTURING & UTILITIES 28.33%
RETAIL, CATERING & LEISURE 39.15%

SALES, MEDIA & MARKETING 26.00%

TRAVEL & TRANSPORT 57.14%

| | |
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e dnsmensrilileler respeiclniz e el SOCe reesie HOW MANY, IF ANY, SECURITY INCIDENTS DOES YOUR SOC RECEIVE ON AN AVERAGE DAY?

between 10,000 and 15,000 security alerts per day. ‘ ‘

LESS THAN ONE DAY 20.45%
|
1-9,999 2118%

Information overload remains the primary contributor to

the problem of alert fatigue. Security Information and Event
Management (SIEM) platforms are designed to err on the side of too
much visibility rather than miss an alert that later becomes critical
and leads to a serious security event. This means an oversensitive
SIEM willissue an alert for anything resembling suspicious activity,
and security analysts are left to dig through the noise to find actual
malicious activity.

10,000-14,999 33.67%

15,000-19,999 13.80%

20,000 OR MORE 414%

SECURITY INCIDENTS PER DAY

0% 10% 20% 30% 40%
The global cybersecurity talent crisis has impacted SOC teams

worldwide and compounded the alert overload problem. The cyber
industry is dealing with a mass shortage of qualified staff, with
negative employment and roughly 3.5 million unfilled cyber positions
globally. The most skilled Tier Ill analysts are extremely difficult PERCENTAGE OF ALERTS PROCESSED ON THE SAME DAY THEY ARE RECEIVED
to source and even more challenging to retain. Not surprisingly,

information overload and the pressure analysts feel to ensure they

detect malicious activity has led to burnout and high staff turnover. 13.55%

PERCENTAGE OF RESPONDERS

15%

11.89%

These challenges have generated increased interest in Managed 10% _ 1089%

Detection and Response (MDR) services. MDR removes the burden
and arduous process of alert triaging and prioritization and gives
time back to security teams to conduct remediation and focus on
other priorities. As a stand-alone security solution or an additional
layer of security to an existing SOC, MDR immediately matures any
organization's security posture.

— T106% 10,799 — 10.81%

9.31% 8.81%

6.73%

o — 55T% ] ] ] ] ] ] ] ——

0.30% 0I%

PERCENTAGE OF RESPONDERS

0%

0% 0% 1-20% 21-30% 31-40% 41-50% 51-60% 61-70% 71-80% 81-90% 91-99%  100%
PERCENTAGE OF ALERTS PROCESSED SAME DAY
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Twenty-nine percent of respondents globally said ransomware has PERCENTAGE OF RESPONDENTS WHO SAID RANSOMWARE
increased their need for automation and faster response times. HAS INCREASED THEIR NEED FOR AUTOMATION

Solutions that are highly effective against today’'s threats—especially FRANCE I I 3zl_uu%
sophisticated threats like ransomware—must be able to detect | | |
malicious activity immediately without waiting for additional USA | | 3"|"%
processing time or human analyst intervention. UK 3167%
Incident response should be orchestrated and automated to all UAE | | 30.00%
impacted endpoints and users through tailored response playbooks I I

without needing an outside Security Orchestration, Automation, ITALY ! ! A

and Response (SOAR) solution. . 25.00%

This advanced and automatic analysis increases analyst speed SOUTH AFRICA | Izs.un%

and accuracy by reducing the noise of alerts with a focused | |

deconstruction of the overall operation. With all the information GERMANY , Ao

an analyst needs to scope and respond to a malicious operation 0% 10% 0% 30% 40%
concisely presented, analysts can drastically reduce their Mean

Time to Respond (MTTR).
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\oie o
Meihodology

This reportisbased on aglobal survey of 1,203 cybersecurity
professionals working at companies with 700+ employees.
The survey was conducted between Sept. 27,2022, and Oct. 4,2022.

The seniority breakdown of respondents was as follows:

SENIOR MANAGERS/ DIRECTOR LEVEL BUSINESS MIDDLE MANAGERS/
PROFESSIONALS PROFESSIONALS OWNERS PROFESSIONALS
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Cybereasonis the XDR company, partnering with Defenders to end attacks

at the endpoint, in the cloud, and across the entire enterprise ecosystem. Only
the Al-driven Cybereason Defense Platform provides predictive prevention,
detection and response that is undefeated against modern ransomware

and advanced attack technigues. The Cybereason MalOp'™ instantly delivers
context-rich attack intelligence across every affected device, user, and system
with unparalleled speed and accuracy. Cybereason turns threat data into
actionable decisions at the speed of business.

Cybereason has achieved multiple independent industry validations, including
being positioned as a “Leader” in the 2022 Gartner Magic Quadrant for Endpoint
Protection Platforms, and achieving the highest scores In history from MITRE
ATT&CK Enterprise Evaluation 2022.

Cybereasonis a privately held international company headquartered in Boston
with customersin more than 40 countries.

Learn more at www.cybereason.com
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